
 

How AI Vaccines Work: Training, 
Defences, and Testing to Keep AI Safe​

 
Vaccines protect our bodies from sickness, and AI can face a different kind of “infection.” 
AI doesn’t literally get sick—this is a metaphor. Instead of a virus, AI can be misled by harmful 
prompts that try to trick it into revealing private information or spreading false content. This type of 
trick is called a prompt injection. 
 
Just as people can protect themselves with vaccines, AI can be trained to protect itself from harmful 
prompts with safety measures so it can respond safely. In this analogy, we call these safety measures 
an “AI vaccine.” 
 

How an AI Model Gets Infected 

Humans get sick when a virus enters the body. In the AI analogy, an ‘infection’ happens when hidden 
or harmful instructions are slipped into a question or content you paste in (like a web page or file). 
These instructions try to make the AI ignore its safety rules and do something unsafe. That’s a prompt 
injection.  



 

However, prompt injections are just one kind of attack. Like diseases that come in many forms, AI 
models can be targeted in different ways: 

Data extraction: tricking the AI into revealing private information it has seen before. 
 
Harmful content: making the AI produce unsafe or offensive material. 
 
Misinformation:  prompting the AI to spread false, biased, or manipulative information. 
 
Jailbreaking:  bypassing built-in safety rules to force the AI to do something it normally wouldn’t. 
 
Instruction hijacking: inserting hidden instructions so the AI follows the attacker’s goals instead of 
the user’s request. 
 
Prompt injections can be dangerous in two main ways: 
 
Security breaches: tricking the AI into revealing private or confidential data. 
 
Misinformation risks: making AI generate false, harmful, or manipulative content. 
 
If the AI follows these harmful instructions, it could unintentionally disclose sensitive information or 
perform unsafe actions, leading to serious security or trust issues — much like how a body might 
respond badly when a real infection takes hold. 

 
 

How Human Vaccines Work 

Vaccines, usually given by injection, protect us from harmful diseases. Instead of giving you the full 
live germ, a vaccine contains a safe version or a harmless part of the germ that causes the virus, called 
an antigen. Your immune system studies this safe version and learns to recognise the real threat. It 
makes antibodies and memory cells to quickly defeat the germ. If you ever get the actual virus, your 
body remembers the correct antibodies and is able to fight faster.  
 



 

How AI Vaccines Work 

Fine-tuning = Training the Immune System 
Like the immune system, AI needs practice recognising threats before it faces them in the real world. 
During fine-tuning—the phase where the AI is learning—the model is given safe examples of harmful 
prompts, imitations of real attacks that cannot cause actual damage. These examples allow the model 
to recognise dangerous instructions and learn to reject them. 
 
To make this learning effective, these “safe harmful prompts” are sometimes kept separate from the 
regular training data so the AI can clearly distinguish between safe and unsafe inputs. 
 
These are like the antigens in our metaphor: harmless during training but useful for teaching defence. 
Just as scientists ensure vaccine components are safe before use, AI trainers ensure harmful prompts 
are only used in a safe, controlled training environment. 

 

 

Over time, the model remembers the pattern of harmful prompts and responds safely—just as a 
vaccinated immune system reacts faster to a real virus. Research is ongoing, and layered defences 
remain essential. 

 
 

The Full AI Immune System (Layers) 

Filtering = Blocking Infections 
Like wearing a mask, filters block many harmful prompts before they reach the AI. But just as a mask 
can’t block every germ, filters can be bypassed by clever attacks like jailbreaking. This is why 
fine-tuning as the “vaccine” in our analogy remains an essential defence. 



 

 
 
Red teaming = Booster Shots 
Like booster shots that keep your immunity strong, red teaming means running safe, simulated attacks 
against the AI to test its defences against threats. It helps developers identify and fix weaknesses so 
the AI is better prepared for real attacks.

 
 
Monitoring = Check-ups 
Like doctor visits that check for new health risks, monitoring AI models means continuously checking 
and updating them as new threats emerge. 

Other key layers 

●​ Input sanitisation: removing risky parts of a prompt before it reaches the model. 
●​ Output filtering: review and remove the AI’s response if risky. 
●​ Role anchoring: giving the AI guidelines. 
●​ Context isolation: keep untrusted content separate; pass only safe information to the model. 

 

Are These Defences Enough? 

Just like wearing a mask or getting a vaccine doesn’t make you invincible, AI defences aren’t perfect 
either. Filters can block many harmful prompts, but attackers often find creative ways to bypass them. 
Training can help the AI learn what to reject, but it may still get misled if the attacker uses a new 
tactic. 

While each defence on its own works to a degree, combining multiple layers — filtering, fine-tuning, 
red teaming, monitoring, plus other safeguards like context isolation, input sanitization, role 
anchoring, and safety anchoring — builds the strongest protection against different malicious 
prompts. 

What This Means for You 

Users: Ask clear, safe questions. Choose tools that explain their privacy and safety protections. 



 

​
Developers: Test responsibly, refuse risky requests, log and review failures, and update safeguards as 
new threats emerge. 

With layered protections and steady improvements, AI can better resist harmful prompts, protect 
sensitive data, and stay helpful and reliable. 
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